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DETAILED ACTION 



1 . Claims 1-8 have been examined. 



Priority 

2. Acknowledgment is made of applicant's claim for priority under 35 U.S.C. 120 to 
prior parent Application No. 09/568,551 filed on May 11, 2000. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 2 and 6-8 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Hall et al. (US 5,920,861), hereafter Hall, incorporating by reference Ginter et al. 
(US 5,892,900), hereafter Ginter. 

Regarding claim 1, Hall discloses an apparatus comprising: 
a reception unit (Hall, part of value chain participant 602; Ginter, distributor 106) 
operable to receive an encrypted digital work (Hall, DDS 200 and content 102 in secure 
container 100; Ginter, content object 300 in secure container 302) encrypted using a 
content key and the content key from the distribution apparatus (Hall, DDS provider 
600; Ginter, content creator 102 or other distributor 106) (see Ginter, col. 36, lines 10- 
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43; col. 56, lines 6-16; col. 59, lines 8-15 and 28-54; col. 135, line 5, through col. 136, 
line 36; col. 223, lines 5-11; see Hall, col. 17, lines 1-12), the encrypted digital work 
belonging to one of a plurality of categories and all encrypted digital works belonging to 
a same category being digital works made up of a same logical data structure (Hall, 
DSS 200; col. 5, lines 26-46; col. 11, lines 15-49; col. 13, line 41, through col. 14, line 
3), 

a distinguishing unit (Hall, part of value chain participant 602; Ginter, distributor 
106) operable to distinguish a category to which a received encrypted work belongs 
(Hall, category defined by DSS 200, so all works corresponding to a DSS are 
distinguished by category; col. 11, lines 15-47), and 

a writing unit (Hall, part of value chain participant 602) operable to write the 
received encrypted digital work and the generated encrypted content key to an area 
assigned to the distinguished category in the storage area of the recording medium (see 
Hall, Fig. 6 and 7; col. 12, lines 15-18; col. 14, lines 13-24; and see Ginter, col. 18, lines 
6-21; col. 56, lines 12-19; col. 135, lines 59-65). 

But Hall does not explicitly explain a key encryption unit operable to encrypt the 
received content key using a key unique to the distinguished category and generate the 
encrypted content key. 

However, Hall teaches that content is stored in data blocks (Ginter, 812) within a 
secure container (Hall, 100; Ginter, 302) that are defined by the creator or packager of 
the container (Ginter, lines 59-65) and that each data block is encrypted with a unique 
key (Ginter, col. 135, line 67, through col. 136, line 4; col. 199, lines 34-65). One of 



Application/Control Number: 10/018,359 Page 4 

Art Unit: 2134 

ordinary skill in the art would recognize that a data block represents a category when 
such a block is sized to allow all of the content associated with that category to be 
placed within it and that it is a simple means to check the DDS for each content object 
to determine what content applies to each category. Further, the Examiner takes official 
notice that one of ordinary skill in the art would recognize that once the content of a 
category is placed with a data block, the key which encrypts the data block is the key 
which encrypts the category. 

Therefore, it would be obvious for one of ordinary skill in the art at the time of the 
invention to provide a key encryption unit operable to encrypt the received content key 
using a key unique to the distinguished category and generate the encrypted content 
key. One would be motivated to do so to provide a simple means to secure access to 
content by its category, as in the example where a user is granted access to a first 
category content, such as a set of low-definition images, but not a secondary category 
content, such as a set of high definition images. 

Regarding claim 2, the apparatus of Hall as applied to claim 1 is relied upon in 
regard to the teaching that the encrypted digital work includes type information showing 
the category, the reception unit receives the encrypted digital work which includes the 
type information showing the category, the distinguishing unit extracts the type 
information from the encrypted digital work and distinguishes the category using the 
extracted type information, and the key encryption unit uses a key unique to and 
corresponding to the extracted type information. 

Hall further teaches that the writing unit includes: 
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a table storage unit operable to store in correspondence, for each category, type 
information showing the category, and an area name (location information 266) showing 
an area in the storage area to which the category is assigned (Hall, Fig. 7; col. 14, lines 
13-24; Ginter, col. 135, lines 59-65), and 

an area name extraction unit operable to extract the area name stored in 
correspondence with the extracted type information from the table storage unit (Hall, 
Fig. 7; col. 14, lines 13-29); 

But Hall does not explicitly explain an access unit operable to write the received 
encrypted digital work to an area in the recording medium shown by the extracted area 
name. 

However, Hall teaches that the content packager (Hall, participant 602; Ginter, 
content creator 102 or distributor 106) writes a secure container (Hall, 100; Ginter, 302) 
to a recording medium, including a smart card or portable semiconductor memory 
device (Ginter, col. 18, lines 6-21; col. 40, line 62-63; col. 134, lines 34-38). One of 
ordinary skill in the art would recognize that the extracted area name that defines the 
location of encrypted digital work within the secure container also defines the location of 
encrypted digital work on the recorded medium because the secure container itself is 
written to the recorded medium. Therefore, it would be obvious to one of ordinary skill 
in the art at the time the invention was made to provide an access unit operable to write 
the received encrypted digital work to an area in the recording medium shown by the 
extracted area name. One would be motivated to do so in order to simplify access to 
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the encrypted work by defining its location relative to the secure container that 
embodies it regardless of the medium on which the container is stored. 

Regarding claim 6, this is a method version of the claimed apparatus above 
(claim 1), wherein all limitations have been addressed. Therefore, for reasons provided 
above, such claims also would have been obvious. 

Regarding claim 7, this is a computer-readable-medium version of the claimed 
apparatus above (claim 1), wherein all limitations have been addressed. Therefore, for 
reasons provided above, such claims also would have been obvious. 

Regarding claim 8, this is a program version of the claimed apparatus above 
(claim 1), wherein all limitations have been addressed. Therefore, for reasons provided 
above, such claims also would have been obvious. 

4. Claims 3-5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hall in view of Diffie et al. ("Authentication and Authenticated Key Exchanges," Designs, 
Codes and Cryptography, Kluwer Academic Publishers, 1992), hereafter Diffie. 

Regarding claim 3, Hall teaches all the limitations of claim 2, and further 
teaches that the recording medium (Ginter, portable electronic appliance 600) further 
includes an apparatus authentication unit operable to authenticate a validity of the 
content reception apparatus, the storage area including a authentication area (Ginter, 
col. 254, lines 6-62; col. 255, lines 60-66), and 
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the content reception terminal apparatus further includes a medium 
authentication unit operable to authenticate a validity of the recording medium (Ginter, 
col. 8, lines 1-7; col. 12, lines 31-37; col. 212, lines 10-16). 

But Hall does not explicitly explain that the writing means writes the encrypted 
content key to the area assigned to the distinguished category in the authentication 
area, when mutual authentication by the apparatus authentication unit and the recording 
medium authentication unit succeeds. 

However, Hall teaches that the recording medium communicates securely with a 
party with which it exchanges information (Ginter, col. 259, lines 42-62) and that means 
of authentication are employed between parties exchanging secure containers (Ginter, 
col. 8, lines 1-7; col. 12, lines 31-37; col. 212, lines 10-16). And Diffie teaches a method 
of two-party mutual authentication using the exchange of digital signatures (page 9, first 
paragraph) prior to the transfer of content information for the purpose of enhancing 
security by assuring that each of the parties is authentic and not an imposter (page 2, 
paragraph 3). 

Therefore, it would be obvious to one of ordinary skill in the art at the time the 
invention was made to modify the apparatus of Hall with the teaching of Diffie such that 
the writing means writes the encrypted content key to the area assigned to the 
distinguished category in the authentication area, when mutual authentication by the 
apparatus authentication unit and the recording medium authentication unit succeeds. 
One would be motivated to do so to enhance security by assuring that each of the 
parties is authentic and not an imposter. 
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Regarding claim 4, Hall teaches all the limitations of claim 3, but does not 
explain that the recording medium further stores type information specifying a type of 
the recording medium, the content reception terminal apparatus further includes: a type 
information storage unit operable to store type information showing a type of a recording 
medium permitting writing by the content reception terminal, a retrieval unit operable to 
retrieve type information from the recording medium, and a match judgment unit 
operable to judge whether the recorded type information and the retrieved type 
information match; and the writing unit prevents the writing when the match judgment 
unit judges the recorded type information and the retrieved type information not to 
match. 

However, Hall teaches that the recording medium embodies on a variety of types 
(Ginter, col. 60, line 58, through col. 61, line 2; col. 255, lines 60-66) and further stores 
information used to verify its identity to the entity distributing information to it (col. 254, 
lines 50-52). One of ordinary skill in the art would recognize that information retrieved 
from the recording medium would include type information where different medium 
types are employable and must therefore be distinguished. One of ordinary skill in the 
art would further recognize that in the case where not all employable recording 
mediums are supported or otherwise permissible, the reception terminal apparatus 
would necessarily comprise a storage area containing a list of permissible recording 
mediums, a retrieval unit, and a matching unit operable to read the type information 
from the recording medium and compare it to the list of permissible types for the 
purpose of determining whether the writing operation may proceed normally. 
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Therefore, the Examiner takes official notice that it would be obvious to one of 
ordinary skill in the art at the time the invention was made to provide that the recording 
medium further stores type information specifying a type of the recording medium, the 
content reception terminal apparatus further includes: a type information storage unit 
operable to store type information showing a type of a recording medium permitting 
writing by the content reception terminal, a retrieval unit operable to retrieve type 
information from the recording medium, and a match judgment unit operable to judge 
whether the recorded type information and the retrieved type information match; and the 
writing unit prevents the writing when the match judgment unit judges the recorded type 
information and the retrieved type information not to match. One would be motivated to 
do so to determine whether the writing operation may proceed normally. 

Regarding claim 5, Hall teaches all the limitations of claim 4, and further 
teaches that the distribution apparatus broadcasts the encrypted work and the content 
key on a digital broadcast wave, the content reception apparatus is a digital broadcast 
reception apparatus for receiving the digital broadcast wave, and the reception unit 
receives the digital broadcast wave, and extracts the encrypted digital work and the 
content key from the received digital broadcast wave (Ginter, digital broadcast; col. 3, 
lines 18-30; col. 56, lines 12-16). 



Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to John Elmore whose telephone number is 571-272-4224. 
The examiner can normally be reached on M 10-8, T-Th 9-7. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Greg Morse can be reached on 571-272-3838. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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